


0002:0QC590,C00585:
phone
security

Please check completed items
a5,8&610085,05:9 5copmmaéadiyfodad.

Set phone screen lock

09,81008.00,0850506:

Install antivirus software

9 £33093(>)
99,8.00505§66Es

Update phone to latest operation systems

Update 2508:858 OS 006368200058

Update applications to latest version

Update £36x (app) 8a8e008cBa8:0005:

Saperate personal and work SIMs

33088,£26036: (SIM) 0o},0188£00500],0008,006

VPN application installed

a9, VPN

GPS location disabled
86. GPS 08509,

Disable keyboard location access or full-access
08,098 keyboard 98503EaB500,e00585:00]50062

Remove unknown email accounts

08ep8,08:60:05 mMa8d,q.c0H8
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computer
security

Please check completed items
t‘g(‘o}' (‘anao (‘!yg(‘o c
D, PCF01005), 0;POC 1006 COF5300L00:

Set computer login password
39,81006.00],98596:

Install antivirus software
99,8.00505§66Es

Limit personal information access and sharing
via privacy & security settings

cocf):maémeéoggo§88co;89§se6;o;q;el;e§go:l>a§,oo8
o3s privacy & secuirty settings

Manage computer users
0001060082968 user gﬁ:

Cover up webcam (laptop)
86,585,962 (026500, laptop)

Manage startup apps

@ o] [o} Q (o}
c005:015808,86,:058305,67:5Es005:865£00,305,962

Turn off unused Bluetooth
85. Bluetooth §859006508,008,09.




P il
000:0QC;00,006; Signal'/
Signal ]
security \\

Please check completed items ‘ - - —

a5,8&610085,05:95copmmaéadiyfosad.

Turn on incogniton keyboard (Android)
oy [ .
08,098 keyboard 88:co1;098: (001, Android)

Manage linked devices

0005:8E50016530018,086:088036.cH. Signal ¢8:0,

Set disappearing messages

00856808.85905,60500630Es0q50062

Set Signal PIN
39,41008. PIN

Set registration lock

oocq,;i;té, PIN %8;0@ Signal 08;?938;(}},

Set screen security to block screenshots
06,00808,85:1E; screenshot a§:050.

Disable chat backup
86.80530108 backup cojseabs

Use private phone number

c§.drp08:028608,86,985008:07606508,

Varify safety number

coobs safety number cg€,828028



0009:C0C:P0,000: protonmail
°~9 99 E 1 s P

Protonmail
security

Please check completed items
t‘g(‘oi (‘anao (‘!yg(‘o c
D, PCF01005), 0;POC 1006 COF5300L00:

Set recovery email address
008568:86:06001,9581008. (recovery)

Set Two-factor authentication
c§, Two-factor authentication

Block email tracking (PC)
(@ (o) (@ (@ (@ . @ (@ (@
08,09838s56..055260108, email (§o5:08:962)

Set recovery phrase
oo&; recovery phrase oo},0369)5082

SetPIN & Face ID
00&381008. PIN 08,0626 scan asjs001,cd. Protonmail

Turn on AppKey protection (iOS)
Ef)orS, AppKey proection (93§5°'31’ i0S)



0002:09C;590,000; FB
Facebook
security

Please check completed items
a5,8&610085,05:95copmmaéadiyfosad.

Set recovery email address

008568:86:0600},9381008.

Check where you are logged in

coobionabiofsesaddsonabs Facebook

Manage authorized logins

cocb:a888;c0153000808505. Facebook ¢6:

Set Two-factor authentication
féoS,moS:ewpog&oa& (Two-factor authentication)

Disable upload contacts
08,098 Facebook §6:030638106:036,08:e5062

Use secrete conversation in Messenger
me&notﬁo,oao secrete conversation 98
a0, 398,@91,935 c0d,098508: Messenger

Set sharing personal data to Friends or Only me

Q. & @ @ e .Q ® Q @
09682.6;GQ]_;GQSSQ)SG,UDOOSSMCP%GQ]:: NO,2626
L L T it i

(‘o @ (‘u
0R0C00390,9Q:

Set alerts for unrecognized logins
008s@5008,Go016561E. (alert) 36:8:006:06;
Facebook §6:0358856006908,g,.cobs



0005:0E:00,000: Gmail
°~0 99 El e

Gmuail
security

. \/ Please check completed items
‘ J S 8&:cos.05:0 0 n;njgno Iy
D, DC361005, 0357 0G 5086 CO5§ 005000

Set recovery email address
008568:86:0600},9381008.

Set Two-factor authentication
c§, Two-factor authentication

Manage logged in devices
(S cocC c oc¢ c C . [
cocn:mee%c;meso?o,so;cg. Gmail gosop

Check forwarding address

coobionabiofegt,ads foward cojseasioaded

Disable web and app activity
oc o_c¢ ¢ _C 8(‘ §)%°
09.036:91360.00.EQ50.

Disable location history

Qc

86.0108098:08509,

Disable ad personalization

85 ad Co o [ CQ Q. QLS.
- ad CQO:02QP: 06,2636 002001650

Manage third-party apps with account access
(N C C c 9oc c.c O I c
c005:0106936.001,,c38:500808503E G s08:558




0009:0C:00,000: Line
°~9 99. El

Line IN
security

Please check completed items
a5,8&610085,05:95copmmaéadiyfosad.

Turn on “Letter Sealing”
328,09856,6,0085910806:038,0008.058 “Letter Sealing”

Prevent messages from strangers

908,098958:086:8,c539560]. 03E,6013018:00:

L

Turn on Two-factor Authentication
@oS,ooSseoolsqgecoe& (Two-factor Authentication)

Check autorized apps
c005:0beBEzma&od;08Eco;0aE: Line (Autorized apps)

Turn off Auto-add friends
85=Q’|6§08(S(75269‘|:§‘8:5|?C158 (Auto-add friends)

Disable “Allow others to add me by ID”
908,0983083¢) ID £c05 1306:8589a5:601.0005; ID
(85. Allow others to add me by ID)

Disable Line usage data collection

[} [} [ c [N co_¢ c
508,088 Line 88:691;058:0008,076 8a806E, o106,
8,57'%8: (Chat information) ecog o%;og, (Location)

Disable “Allow Login” when not use on other devices
20808,cP. Line 2§:96:08 85.006,006306506; Line

cod.2408:800596:0mE,3E;
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0002:CYRC;PO,CV0; Session

Session
security

Please check completed items
a5,8&610085,05:9 5eopmmaéadyfodad.

Require Touch ID, Face ID or passcode to unlock Session
00851008, 88560008508, Session

Backup Recovery Phrase

0B831ec0388:0865 Recovery Phrase 4.035m088:09835.8,0065

Regulary check srvice nodes path
0005:07q5:0136973998:006,008,01,8Es09 05100

Set disappearing messages

00&;5Q50013018:905,6:E:005:008: (§28268,8505,9508;)
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Open Digital Rights Space
www.opendr.space




